SENSITIVE POSTS IN <MINISTRY/AGENCY>
	POLICY PAPER TEMPLATE
(Prepared by the CFCU)


ESTABLISHMENT AND MANAGEMENT OF SENSITIVE POSTS IN <MINISTRY/AGENCY>
Introduction

A sensitive position is any post within the <MINISTRY/AGENCY> whose occupant could cause adverse effect to the integrity and functioning of the institution by virtue of the nature of his/her responsibility. The need to identify and manage sensitive posts is part of the <MINISTRY/AGENCY>’s overall objective to develop a sound management system and internal control system to establish a list of functions where there is a risk that a failure to perform them correctly for each post could seriously harm the interests of the <MINISTRY/AGENCY>’s functions. Specifically, within the <MINISTRY/AGENCY> context, establishment of a sensitive post management system protects EU/TR financial interest against fraud and misuse and raises the awareness among the staff when performing their tasks.
According to the DIS/IPA rules, under the overall responsibility of the PAO, SPOs are required to identify positions that are “sensitive” in the SPO Office. They are further required to conduct a sensitivity assessment in this respect. In an effort to assist the identification process, PAO offers the following points for consideration when identifying sensitive positions.

A post can be characterised as being sensitive:

a) by the nature of the activity itself. This could be the case for all activities where a high degree of personal judgement is involved when taking decisions, e.g. experts taking decisions in the area of procurement or contracts, with regard to policy-making and negotiation or in areas where there is a relatively high degree of freedom to act and/or where supervision levels might be low; or sometimes the private assumptions on the personal capacity of the experts in the system.
b) by the context in which the activity is carried out. This could apply to functions dealing with policy-making where officials might be subject to pressure to disclose sensitive information and where disclosure might harm the interests of the <MINISTRY/AGENCY>. 

In these cases, it is difficult to set up a set of internal controls to monitor easily how the jobholders are performing. So, this Policy Paper aims to serve as a management tool to establish internal control and to raise the awareness of staff and management to the potential risks. It provides advice on how to manage sensitive posts.
managing sensitive posts
Managing sensitive posts requires the following steps:

(1) Define whether a post should be considered sensitive by nature or context and taking account of the risks involved. If the post is considered sensitive then this is noted in the job description.

(2) For those posts considered sensitive, management should assess the extent to which controls and checks are in place to mitigate the risks identified. In a next step appropriate measures should be taken to strengthen controls and, if possible cost effective. Based on an assessment of the remaining levels of risk it should be decided whether to accept this remaining level of risk or, if necessary, to enhance the control mechanisms already in place. As a final step the remaining risk level should than be evaluated.

(3) For those sensitive posts where the remaining risk level is assessed to be still high.
In the <MINISTRY/AGENCY>, the responsibility for identifying and managing sensitive functions rests with Senior Programme Officer who is responsible for ensuring that adequate internal control systems are in place or his nominee. 
The management of sensitive posts is an ongoing process, but in practice it is advisable to make an annual review of the control measures implemented. 
1)  To launch a bottom-up exercise, requiring an appreciation by line management of the posts they manage after having defined the overall approach.
2) The remaining sensitive posts identified will then require action or decisions by top management.

3) Others will organise a more centralised review whereby the human resources department or the internal audit capability will give an opinion, which will then be discussed by top management and the services concerned.

It is important that the jobholders of sensitive posts are aware that their post is considered sensitive, of the mitigating controls put in place for reducing the risk level.
Criteria for defining SENSITIVE POSTS
In order to determine whether or not a post is sensitive, it is required to identify risk factors and those fields of activity which might be considered sensitive. This cross-check between the risk factors and the fields of activity should encourage a more homogeneous approach by the services when identifying sensitive functions. 

Factors contributing to the sensitivity of a function: 

· Decision-making capacity

· Capacity to influence decisions

· Relations with third parties outside the <MINISTRY/AGENCY> (Contractors, Beneficiaries, grantees, CFCU, EC Delegation etc.)

· Regular access to confidential information.
· High-level of specialised expertise

For these and any other criteria used, risks should be evaluated in relation to the field of activity and the context of the post. 
Fields of activity which may be sensitive are:

· Financial management

1) Accounting (Bookkeeping of revenues)

2) Execution of payments

3) Analysing financial reports

· Contract management 
1) Participation to the tender evaluation meeting
2) Contracting

3) Monitoring the implementation
· Human Resource Management
1) Identification of positions
2) Job description

3) Open competition

4) Adequate panel

5) Recruitment’s decision

6) Appraisal
· IT Management 

1) Application systems and controls

2) Systems security

3) Disaster recovery

4) System Development

5) Maintenance of a secured place for files and documentation in <MINISTRY/AGENCY>
· Administration
1) Maintenance of a registration and filing system of incoming and outgoing mail
2) Distribution of incoming mail to the addressee and any other person deemed necessary

3) Maintenance and stock control of office supplies
4) Issuance of  tender receipts

Sensitive Posts in the <MINISTRY/AGENCY>:
The SPO shall designate which of its positions are sensitive. In designating sensitive positions, SPO shall include positions whose duties require, provide for, or encompass:

(1) Director: may be sensitive depending on the context
(2) Assistant to a Director General: sensitive due to capacity to influence decisions and/or regular access to sensitive information

(3) Head of Unit: may be sensitive depending on the context

(4) Head of Human and/or Financial Resources Unit: sensitive by nature

(5) Authorising Officer: sensitive by nature
(6) IT Expert: Regular access to confidential information, high-level of specialised expertise
(7) Security Officer: sensitive due to regular access to and/or manipulation of sensitive information and capacity to influence decisions

(8) Administrative Assistant: sensitive due to possibility of access to confidential information.
(9) Others: if any.

REDUCTION OF RISK LEVELS IN <MINISTRY/AGENCY>
Once a function is identified as being sensitive and the associated risks identified, an assessment should be made of the controls which can mitigate these risks.
· Financial management
1) (to be filled, if any)
· Contract management 

· (to be filled, )
· IT Management 
· (to be filled)
· Human Resource Management
· (to be filled)
· Administration

1) and/or 2) Maintenance of a registration and filing system of incoming and outgoing mail and/or distribution of incoming mail to the addressee and any other person deemed necessary

- Distribution of the letters, files and faxes outgoing should be confirmed by a list attached to the document which is sent for each sent item.

2)…..
· Horizontal Issues (common for all sensitive posts)

The SPO, in collaboration with top managers i.e. heads of departments, shall be responsible for the implementation and enforcement of this Policy Paper at the respective departments. To ensure uniform interpretation of measures to the greatest extent possible, it is coordinated with each other by the SPO. In this regard, the SPO may wish to consult the CFCU for guidance on specific issues related to the identification of the sensitive posts and mitigating controls.

Any supervision and/or other control procedures should be evaluated on a yearly basis for their adequacy and effectiveness in order to monitor the residual risk levels properly.

Encl: Sensitivity Level Assessment Sheet
	Identification of the Post                                                        Unit: ………………………

	Owner of post: ………………….

Since: ... / … / …

	Date of the last evaluation:

	Appraisal of sensitivity level: Senior Programme Officer

	Risk factor
	Fields of activity



	Decision-making capacity
	

	Capacity to influence decisions
	

	Relations with third parties outside the <MINISTRY/AGENCY> (Contractors, Beneficiaries, CFCU, EC Delegation etc.)
	

	Regular access to and/or manipulation of sensitive information
	

	High level of specialised expertise
	

	Overall appraisal of sensitivity

Yes                   No
	

	If yes, mitigating controls put in place

	Description:



	Remaining risk level appreciation
	( Acceptable risk level

( Residual sensitive post

	Residual sensitive posts

	Actions agreed with current jobholder
	Actions foreseen for continuity of operation


1

